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Eric Parent
• « Coaching » – Haute direction (CEO, CFO, CA)
• Spécialisé dans l’évaluation de la maturité des entreprises – Sécurité

• Identification d’opportunité d’optimisation
• Nouveau client arrive généralement par la gestion de crise (bouche-

à-oreille)
• Évaluation de sécurité / Test d’intrusion
• Équipes qui œuvrent dans deux grandes catégories
• Enseigne à l’École Polytechnique dans le programme de 

Cybersécurité et au HEC en sécurité des infrastructures
• Psychologue  (1-800)

Présentateur
Commentaires de présentation
ERIC PARENT – INTRO




Ordre du jour
• Le contexte cybernétique
• Échecs (exemple - cas vécu)
• Question
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- Prep, sec. Event. Highlight. Sig. Imp. OpSec Through cycle



Hacker vs. Criminel
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HACKER VERSUS CRIMINAL – CELL PHONE



Exemple – Master Card
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MASTER CARD EXAMPLE



Information sensible (Exposé)
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MASTER CARD EXAMPLE
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Everybody wants it back NOW
Does everyone handle stress well ?
Do we think we are more secure during a crisis when people are being pushed to the limit/
Crisis or recovery event = People panic and the pressure to return to normal is extreme




IBM/FEI/CFERF:  Financial Executives Cyber Security & Business Continuity
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https://www.feicanada.org/enews/file/CFERF%20studies/2013-2014/IBM%20Cyber%20Security%20final3%202014.pdf
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Cyber freaks people out.
What you do when the call comes in makes the difference.   (Bunker example at Cogni and the media)
- Processus de gestion des incidents avec des parametres clairement étalbis pour l’activation
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_ What happens when you have not planned it all out …… think of Target (something as simple as their communications with the media) – Neiman Marcus




Ashley Madison
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Screen shot taken one month after the reported breach.
Claim that they had hired the BEST security experts
Claim that they had located ALL the copies of their data on the Internet and had it removed.
The data was leaked via pastebin and downloaded 170,000 in the first weeks




Cas vécu
• Entreprise à valeur ajouter
• Panne initiale
• Recouvrement site secondaire
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- Normalement deux facteur d’authentification requis
- Site secondaire, mot de passe seulement pour le VPN (la solution d’authentification forte n’a pas fonctionner – test….)
Entreprise a valeur ajouter (beaucoup de R&D, secret militaire, etc.)
Poste-mortem
During the recovery event
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Red bull – Coming out of a crisis
-Watching people run because nothing is planned out is kind of funny
- Ordering toner cartridges 
Planning is the key, but planning has to rely on some basic information that most companies do not have.




Cas vécu
• Exemple :  Aviation (trois erreurs)



Cas vécu
• Aucun plan mature de gestion de crise
• Plan de recouvrement partiel
• Inventaire réel des actifs informationnels 

absents
• Crise = budget illimité pour quelques jours
• Service de renseignement
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- No plan, results in unlimited budget during a crisis



Cas vécu
• CIO brancher au RPV (VPN)
• Connexion réseau vers l’Asie
• Compte A/D admin compromis
• ……
• Action: Création d’un nouveau compte
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Technical person notices CIO connected remotely when seen in office minutes ago
Investigation started, everything reviewed, large transfers of data seen towards Asia
Devices investigated, account being used to run malicious code is the A/D admin account
Manufacturing set up across 25 countries
Automated systems and a slew of critical systems setup to run with…… main A&D admin account 
Kill malicious code on one device, it pops up on another, connection re-establishes towards a new IP address in another country
Can’t change the admin password, no inventory of systems and services using the account
Two weeks to inventory and change accounts to eventually kill the compromised A/D admin account
DO NOT CREATE ANOTHER ADMIN ACCOUNT AND START SWITCHING.









Les échecs les plus communs
• La sécurité n’est pas maintenue durant un 

événement
• Aucun rôle de sécurité intégré au processus
• Aucun rôle de psychologue intégré au processus

– Plusieurs facteurs contribuent à une gestion positive
• Les faux tests (super planifier)

– « Attestation officer » - Europe
– Au Canada, phase 1
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TESTING – FAKE TESTING IS NOT GOOD TESTING
TESTING should include a security observer that evaluates decisions during the test for potential security issues
AS WE MOVE FORWARD, enterprises are going to asked to provide attestations that this has been achieved.  This is already the case in many european countries.

In Canada, we are still in the first layers of security auditing.   Did you do this, did you do that.   The next evolutionary step is HOW did you do it, who me the bill




Les échecs les plus communs
• KPI/post-mortem sure les contrôles en mode 

« normal » / « recouvrement »
• BIA absent ou de mauvaises qualités (inventaire 

des données)
• Gros = bon
• Fausse compétence
• ACTION: Mise en place de garde-barrière (zero

trust)
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Physical access, social engineering, etc.  Much easier during a crisis.


REMOVED:  Gestion des apparences disproportionner
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